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Notices
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Check the Vision Solutions support web site at http://www.VisionSolutions.com/SupportCentral for the
most up-to-date version of this documentation.

o Product Updates—Check your service agreement to determine which updates and new releases
you may be eligible for. Product updates can be obtained from the support web site at
http://www.VisionSolutions.com/SupportCentral.

« Sales—If you need maintenance renewal, an upgrade activation code, or other sales assistance,
contact your reseller/distributor or a Vision Solutions sales representative. Contact information is
available on the Vision Solutions Worldwide Locations and Contacts web page at
http://www.VisionSolutions.com/Company/Vision-HA-Locations.aspx.

« Technical Support—If you need technical assistance, you can contact CustomerCare. All basic
configurations outlined in the online documentation will be supported through CustomerCare. Your
technical support center is dependent on the reseller or distributor you purchased your product from
and is identified on your service agreement. If you do not have access to this agreement, contact
CustomerCare and they will direct you to the correct service provider. To contact CustomerCare, you
will need your serial number and activation code. Contact information is available on the Vision
Solutions CustomerCare web page at http://www.VisionSolutions.com/Support/Support-
Overview.aspxX .

« Professional Services—Assistance and support for advanced configurations may be referred to a
Pre-Sales Systems Engineer or to Professional Services. For more information, see the Windows
and Linux tab on the Vision Solutions Consulting Services web page at
http://www.VisionSolutions.com/Services/Consulting-Services.aspx .

« Training—Classroom and computer-based training are available. For more information, see the
Double-Take Product Training web page at http://www.VisionSolutions.com/Services/DT-
Education.aspx.

« Documentation—Please forward any comments or suggestions about this documentation to
documentation-Double-Take@VisionSolutions.com.

This documentation is subject to the following: (1) Change without notice; (2) Furnished pursuant to a
license agreement; (3) Proprietary to the respective owner; (4) Not to be copied or reproduced unless
authorized pursuant to the license agreement; (5) Provided without any expressed or implied warranties, (6)
Does not entitle Licensee, End User or any other party to the source code or source code documentation of
anything within the documentation or otherwise provided that is proprietary to Vision Solutions, Inc.; and (7)
All Open Source and Third-Party Components (“OSTPC”) are provided “AS IS” pursuant to that OSTPC'’s
license agreement and disclaimers of warranties and liability.

Vision Solutions, Inc. and/or its affiliates and subsidiaries in the United States and/or other countries
own/hold rights to certain trademarks, registered trademarks, and logos. Hyper-V and Windows are
registered trademarks of Microsoft Corporation in the United States and/or other countries. Linux is a
registered trademark of Linus Torvalds. vSphere is a registered trademark of VMware. All other trademarks
are the property of their respective companies. For a complete list of trademarks registered to other
companies, please visit that company’s website.
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Agentless vSphere overview

The fundamental function of Double-Take is to identify what you want to protect on your production
server, known as the source, and replicate that to a backup server, known as the target. With agentless
vSphere protection, there are multiple components which make up the source and target.

1. You need your hosts. (The use of the word host is used generically to represent a standalone
ESXihost or a cluster, which is typically defined as a group of ESXi hosts.) One is your source
host and one is your target host. In some cases, the source and target could be the same host.

2. You need virtual machines on your source host. These are the virtual machines you want to
protect and are called your source virtual machines. Once you have established protection, you
will have replicas of the source virtual machines on your target host. These are called your target
virtual machines.

3. Each source and target host must have a replication appliance, which controls sending data
between the hosts. These replication appliances are referred to as the source replication
appliance and the target replication appliance.

Beyond your source and target components, you need a controller appliance. The controller appliance
handles communication from the Double-Take Console to the replication appliances. It also handles
licensing for your agentless vSphere jobs. The controller appliance should not be located with your
source host, in case your source host experiences a failure. Ideally, the controller appliance should be
located with your target host or on its own.

You must also have the Double-Take Console in your environment.
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1. The Double-Take Console communicates with the Double-Take controller appliance.
2. The controller appliance communicates with the various Double-Take replication appliances.

3. The replication appliances on the source take the replication snapshots and send them to the
target. The replication appliances on the target apply the replication snapshots and take point-in-
time snapshots of the target. For more details on the replication process, see Replication process
on page 5.
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Replication process

Agentless vSphere protection is different than other Double-Take job types because it is reliant on ESXi
technology. Instead of real-time replication, agentless vSphere protection takes snapshots of your
source virtual machine and replicates those snapshots to the target host where they are applied to the
target virtual machine. The following diagram illustrates a typical agentless vSphere protection job. In
this example, the replication interval is 15 minutes. Additionally, the example accounts for taking point-in-
time snapshots of the target virtual machine. The example point-in-time snapshot interval is one hour.
The job is started at 8:00.
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1. This is your first replication interval. It occurs between 8:00 and 8:15.
1.1. Double-Take takes a replication snapshot of the source virtual machine.

1.2. Double-Take checks to see if a scheduled point-in-time snapshot is due to run. Since this is
your first replication interval and scheduled snapshots are enabled, a point-in-time
snapshot of the target virtual machine will be triggered.

1.3. Double-Take replicates and applies the replication snapshot of the source virtual machine
to the target virtual machine.

1.4. Double-Take takes a point-in-time snapshot of the target virtual machine.

1.5. Because the 15 minute replication interval has not been exhausted, Double-Take waits
until the next replication interval is scheduled.

2. This is your second replication interval. It occurs between 8:15 and 8:35.
2.1. Again, Double-Take takes a replication snapshot of the source virtual machine.

2.2. Double-Take checks to see if a scheduled point-in-time snapshot is due to run. Because
the point-in-time snapshot schedule of one hour has not elapsed, a point-in-time snapshot
of the target virtual machine will not be triggered.

2.3. Double-Take replicates and applies the replication snapshot of the source virtual machine
to the target virtual machine.

In this replication interval, the process took longer than the 15 minutes allocated, so there is no
delay before the next replication interval starts. Double-Take logs a message when this occurs.

3. This is your third replication interval. It occurs between 8:35 and 8:50.
3.1. Double-Take takes a replication snapshot of the source virtual machine.

3.2. Double-Take checks to see if a scheduled point-in-time snapshot is due to run, but it is not
time yet.

3.3. Double-Take replicates and applies the replication snapshot of the source virtual machine
to the target virtual machine.

3.4. Double-Take waits until the next replication interval is scheduled.
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4. This is your fourth replication interval. It occurs between 8:50 and 9:05.
4.1. Double-Take takes a replication snapshot of the source virtual machine.

4.2. Double-Take checks to see if a scheduled point-in-time snapshot is due to run, but it is not
yet because it has only been 50 minutes since the job started.

4.3. Double-Take replicates and applies the replication snapshot of the source virtual machine
to the target virtual machine.

4.4. Double-Take waits until the next replication interval is scheduled.
5. This is your fifth replication interval. It occurs between 9:05 and 9:20.
5.1. Double-Take takes a replication snapshot of the source virtual machine.

5.2. Double-Take checks to see if a scheduled point-in-time snapshot is due to run. At this
point, it has been one hour since the job started, so a point-in-time snapshot of the target
virtual machine will be triggered.

5.3. Double-Take replicates and applies the replication snapshot of the source virtual machine
to the target virtual machine.

5.4. Double-Take takes a point-in-time snapshot of the target virtual machine.
5.5. Double-Take waits until the next replication interval is scheduled.

6. This is your sixth replication interval. It occurs between 9:20 and 10:25.
6.1. Double-Take takes a replication snapshot of the source virtual machine.

6.2. Double-Take checks to see if a scheduled point-in-time snapshot is due to run. There is not
because it has not been one hour since the last point-in-time snapshot.

6.3. Double-Take replicates and applies the replication snapshot of the source virtual machine
to the target virtual machine.

This replication interval took one hour and five minutes. Notice that the replication interval is set
for every 15 minutes, but a new interval will not be started while a current interval is running.

7. This is your seventh replication interval. It occurs between 10:25 and 10:40.
7.1. Double-Take takes a replication snapshot of the source virtual machine.

7.2. Double-Take checks to see if a scheduled point-in-time snapshot is due to run. It has been
one hour since the last point-in-time snapshot, so a new point-in-time snapshot of the
target virtual machine will be triggered.

7.3. Double-Take replicates and applies the replication snapshot of the source virtual machine
to the target virtual machine.

7.4. Double-Take takes a point-in-time snapshot of the target virtual machine.

7.5. Double-Take waits until the next replication interval is scheduled.
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Agentless vSphere requirements

The configuration of an agentless vSphere job is different than other Double-Take jobs. Review the
Agentless vSphere overview on page 4 first and then make sure your environment meets the following
requirements.

o ESXi hosts—Your source and target hosts must be running one of the following ESXi versions.
Note that this is ESXi that is supported. ESX is not supported.

« ESXi5.0 Update 2 Essentials, Essentials Plus, Standard, Enterprise, or Enterprise Plus
« ESXi5.1 Essentials, Essentials Plus, Standard, Enterprise, or Enterprise Plus
o ESXi5.5 Essentials, Essentials Plus, Standard, Enterprise, or Enterprise Plus

« vCenter—vCenter is not required, but if you are using it, then you must use version 5.0 or later.

« vCenter permissions—If you want to limit the permissions required for the vCenter account that
you will be using for your agentless vSphere job, your account must have at a minimum the
permissions listed below.

« Datastore—Allocate space, Browse datastore, Low level file operations, Remove file, and
Update virtual machine files

o Global—Act as vCenter server and Licenses

« Host, Local Operations—Create virtual machine, Delete virtual machine, Reconfigure
virtual machine, and Relayout snapshots

o Network—Assign Network
+ Resource—Assign virtual machine to resource pool
« Virtual Machine—All virtual machine permissions are required.

« vMotion—Host vMotion is only supported if you are using vCenter. Storage vMotion is not
supported.

« ESXi and vCenter interoperability—Any combination of ESXi and vCenter or ESXi
standalone host is supported, with the following exceptions.

« VMware does not support 5.1ESXi hosts on a 5.0 vCenter.

« VMware does not support 5.5 ESXi hosts on a 5.0 vCenter.

« Double-Take does not support the following source to target combations.
« 5.1 ESXistandalone host to a 5.0 ESXi standalone host
« 5.1 ESXistandalone hostto a 5.0 ESXihoston a 5.0 vCenter
o 5.1ESXihostona5.1vCenterto a 5.0 ESXi standalone host
e« 5.1ESXihostona5.1vCentertoa5.0 ESXihostonab5.0vCenter

e Source virtual machines—Your source virtual machines must meet the following requirements
and limitations.

o Each virtual machine must be hardware version 8 or later.

« If your virtual machine is using hardware version 9, you will not be able to use ESXi version
5.0. This is a VMware limitation.
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If your virtual machine is using hardware version 10, you will not be able to use ESXi
version 5.0 or 5.1. This is a VMware limitation.

Operating system—The following guest operating systems are supported on the source
virtual machine.

¢ Windows—Windows 2003, Windows 2008, Windows 2008 R2, Windows 2012,
and Windows 2012 R2

e Linux—Ubuntu 10.04 and 12.04, Redhat and CentOS 5 and 6, and SuSE 10 and 11
Raw device mapping—You cannot use raw device mapping (RDM).

Change block tracking—Change block tracking must be supported on the source virtual
machines, specifically the changeTrackingSupported flag must be set to true. See your
VMware documentation for details on change block tracking.

Independent disks—Independent disks are not supported because VMware cannot take
a snapshot of an independent disk, and Double-Take agentless vSphere replication
technology is based on VMware snapshots.

o Appliances—Your controller appliance and your replication appliances will be an OVF (Open
Virtualization Format) virtual machine included with Double-Take. You must install these
appliances before you can establish protection. See Installing the Double-Take replication or
controller appliance on page 11 for installation instructions. Keep in mind the following caveats for
controller and replication appliances.

The appliances are pre-configured for optimal performance for most typical environments.
While not required, you can modify memory, CPU, and other configurations to fit your
specific environment.

You should not install or run anything else on these appliances. They must be dedicated to
Double-Take processing only. Do not use them for any other activity (web server, database
server, and so on).

The firewall is disabled and should remain disabled.

A single replication appliance can protect a maximum of 59 virtual disk files (.vmdk files).
For example, if your virtual machines each have four disk files, you can protect 14 virtual
machines (14*4=56). You may want to balance the replication among multiple replication
appliances, depending on various factors such as the number of virtual machines you are
protecting and the replication interval for your jobs.

Because the controller appliance controls licensing for all of your replication appliances, the
date and time (relative to UTC) on all of the appliances should be the same or within a few
seconds of each other. Time differences could cause license invalidation.

e Protocols and networking—Y our servers must meet the following protocol and networking
requirements.

Your servers and appliances must have TCP/IP with static IP addressing.
IPv4 is the only supported version.

If you use DNS, you must have the appliances names and IP addresses in a forward lookup
zone in DNS. Additionally, you must have the subnet the appliances will be using in a
reverse lookup zone in DNS.

If you are not using DNS, you must configure the hosts file on each controller appliance and
replication appliance to include mappings for all other replication appliances, controller
appliances, vCenters, and ESXi servers.
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« Snapshots—You can use third party tools to take snapshots of the source. Keep in mind the
VMware snapshot limits for your version and that Double-Take requires one snapshot of the
source, otherwise Double-Take replication will not work. Double-Take will delete its own
snapshot on the source at the end of each replication interval.

Third party snapshots of the replica on the target is not supported. You can take Double-Take
point-in-time snapshots on the target if needed. Again, keep in mind the VMware snapshot limit
for your version and that Double-Take requires at least two replication snapshots on the target in
order for replication to work. Double-Take will account for the two replication snapshots by limiting
the maximum number of point-in-time snapshots. Also Double-Take will delete any more than two
replication snapshots on the target.

« Supported configurations—The following table identifies the supported host configurations for
an agentless vSphere job. (These are source and target configurations for the ESXi or vCenter
host, not the virtual machines or appliances.)

. . Not
Configuration Supported Supported
One to one, active/standby X
One to one, active/active X
Source host to Many to one X
target host
configuration’ One to many X
Chained X
Single host/cluster X
Standalone to standalone X
Host Standalone to cluster X
configuration Cluster to standalone X
Cluster to cluster X
Uparade Upgrade 5.3 Double-Take Availability for
Pal . VMware Infrastructure job to 7.0 agentless X
configuration )
vSphere job
Version7.0 Version 7.0 console can view or create jobs X
console for 5.3 source and 5.3 target

1. See Supported configurations in the Double-Take Console online help for details on each
of the source to target configurations.
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Getting started

To understand how agentless vSphere protection works, see Agentless vSphere overview on page 4
and Replication process on page 5. These two sections will explain how your environment should be
configured for agentless vSphere protection and how the replication process works, which is different
than the replication process for other Double-Take job types.

When you are ready to begin, you will need to complete the following steps, in order.
1. Review the Agentless vSphere requirements on page 7 to make sure your environment meets the
requirements.

2. Install Double-Take on your controller and replication appliances. See Installing the Double-Take
replication or controller appliance on page 11.

3. Install the Double-Take Console on a Windows machine. See Installing the Double-Take Console
on page 19.

4. Add your controller appliance to your Double-Take Console. See Adding controller appliances on
page 21.

5. Add your licenses to your controller appliance. See Licensing a controller appliance on page 22.

6. Add your replication appliances to your controller appliance. See Adding replication appliances on
page 24.

7. Create your agentless vSphere job. See Creating an agentless vSphere job on page 25.

Once your job is created and running, see the following sections to manage your job.
o Managing and controlling agentless vSphere jobs on page 40—You can view status information
about your job and learn how to control the job.

« Controller appliance associations properties on page 70—View and manage the associated
replication appliances and manage your controller appliance's licensing.

o Failing over agentless vSphere jobs on page 55—Use this section when a failover condition has
been met or if you want to failover manually.
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Installing the Double-Take replication or controller
appliance

You will need to install both the Double-Take replication and controller appliances. See Agentless
vSphere overview on page 4 for an overview of what appliances you need for your environment.

You have the choice of installing an OVF (Open Virtualization Format) pre-packaged virtual machine or
installing the software on your own pre-formatted virtual machine.

If you already have an existing Double-Take replication or controller appliance that you want to
upgrade, use the instructions Upgrading your appliances on page 17.

Deploying the OVF virtual machine on vCenter

1.

10.

11.

12.

Locate the .ova installation file either on your Double-Take DVD or from the location where you
downloaded it.

+ Replication appliance—The installation file name for the replication appliance will be
similar to dtav_ra_7.0.0.1124.0.ova, depending on the Double-Take version number.

« Controller appliance—The installation file name for the controller appliance will be similar
todtav_ca 7.0.0.1124.0.ova, depending on the Double-Take version number.

If necessary, copy the .ova file to a location that is accessible from your vSphere client.

From your vSphere client, select the root of your tree, select File, Deploy OVF Template, and
specify the replication or controller appliance .ova file. Click Next to continue.

Review the OVF template details and click Next to continue.

Review the Vision Solutions license agreement. You must accept the license agreement by
clicking Accept. Click Next to continue.

Specify the name of the virtual machine. This is the name that will be displayed in vCenter.
Specify the inventory location where you want to install the appliance. If this is your source
replication appliance, this should be the same datacenter where your source ESXi host is located.
If this is your target replication appliance, this should be the same datacenter where your target
ESXihostis located.

Click Next to continue.

Select the ESXi host or cluster where you want to install the appliance. If this is your source
replication appliance, this should be your source ESXi host. If this is your target replication
appliance, this should be your target ESXi host. Click Next to continue.

If desired, select the resource pool where you want to install the appliance. You will not have this
option if you do not have resource pools. Click Next to continue.

Select the datastore where you want to store the appliance files. Make sure the datastore has at
least 16 GB of space available. Click Next to continue.

Select the type of disk to create. The names you see displayed will be dependent on your vSphere
client.

« Flat or Thick Provision Lazy Zeroed—This disk type allocates the full amount of the disk
space immediately, but does not initialize the disk space to zero until it is needed.
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13.
14.

15.

16.
17.

18.

« Thick or Thick Provision Eager Zeroed—This disk type allocates the full amount of the
disk space immediately, initializing all of the allocated disk space to zero.

o Thin Provision—This disk type does not allocate the disk space until it is needed.
Click Next to continue.

If your selected ESXi host or cluster has multiple networks, map the network on the appliance to a
network on your ESXi host, and click Next to continue.

Assign the virtual machine and network properties. If you are using DNS, make sure you are
using the same IP address that you specified in DNS.

+ Root password—Set a password for the root login. If you do not make a change, the
default password will be used. The default password is vision.

o Time zone setting—Select the virtual machine's time zone. The default settingis UTC.

« Hostname—Specify the hostname or full qualified domain name to assign to the virtual
machine. Make sure this is the same name that you specified in DNS.

« Default gateway—Specify the virtual machine's default gateway.
o DNS server—Specify the virtual machine's DNS server.

o Network IP address—Specify the IP address to assign to the virtual machine. You must
use an IPv4 address.

« Network subnet mask—Specify the subnet mask for the assigned IP address.

If you use DNS, you must have the appliances names and IP addresses in a forward
lookup zone in DNS. Additionally, you must have the subnet the appliances will be using
in a reverse lookup zone in DNS. If you are not using DNS, you must configure the hosts
file on each controller appliance and replication appliance to include mappings for all other
replication appliances, controller appliances, vCenters, and ESXi servers.

Click Next to continue.

Review the Deployment settings. If you want to make any changes, click Back. If not, enable
the Power on after deployment option and click Finish.

After the appliance deployment is complete, click Close.

Once you have installed your appliances, you will need to install the Double-Take Console. See
Installing the Double-Take Console on page 19. After you have installed the console, you can add the
appliances to the Double-Take Console and create associations between them. See Adding controller
appliances on page 21 and Adding replication appliances on page 24. Then you can create your
agentless vSphere job to protect your virtual machines.

Once the appliance has been installed and configured, you should not need to access or use it.
However, if you need to change any network settings, you can modify them using the
Configure Network menu on the appliance or by using the web interface by going to https://ip_
address:5480, where ip_address is the current IP address of the appliance. Keep in mind if you
change the network settings using the web interface, you will lose your connection to that
interface because it will still be using the original IP address.
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The appliance menu runs as root, so make sure you take advantage of VMware security to
restrict access to the appliance. See your VMware documentation for details on limiting access
to the appliance's console.
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Deploying the OVF virtual machine on standalone ESXi

1.

11.

12.
13.

14.

15.

16.

17.

Locate the .ova installation file either on your Double-Take DVD or from the location where you
downloaded it.

« Replication appliance—The installation file name for the replication appliance will be
similartodtav_ra_7.0.0.1124.0.ova, depending on the Double-Take version number.

« Controller appliance—The installation file name for the controller appliance will be similar
todtav_ca_7.0.0.1124.0.ova, depending on the Double-Take version number.

If necessary, copy the .ova file to a location that is accessible from your vSphere client.

From your vSphere client, select the root of your tree, select File, Deploy OVF Template, and
specify the replication or controller appliance .ova file. Click Next to continue.

Review the OVF template details and click Next to continue.

Review the Vision Solutions license agreement. You must accept the license agreement by
clicking Accept. Click Next to continue.

Specify the name of the virtual machine. This is the name that will be displayed in the inventory.
Click Next to continue.

Select the datastore where you want to store the appliance files. Make sure the datastore has at
least 16 GB of space available. Click Next to continue.

Select the type of disk to create. The names you see displayed will be dependent on your vSphere
client.

o Flat or Thick Provision Lazy Zeroed—This disk type allocates the full amount of the disk
space immediately, but does not initialize the disk space to zero until it is needed.

« Thick or Thick Provision Eager Zeroed—This disk type allocates the full amount of the
disk space immediately, initializing all of the allocated disk space to zero.

« Thin Provision—This disk type does not allocate the disk space until it is needed.
Click Next to continue.

. If your selected ESXi host or cluster has multiple networks, map the network on the appliance to a

network on your ESXi host, and click Next to continue.

Review the Deployment settings. If you want to make any changes, click Back. If not, enable
the Power on after deployment option and click Finish.

When the deployment is complete, power on the virtual machine.

After the boot process is complete, you will be prompted to set a password for the root login. If you
do not make a change, the default password will be used. The default password is vision.

After you enter and confirm the password, you will be prompted to set the time zone. The default
settingis UTC.

When the boot process finishes, you will be at the appliance's main menu. Select Configure
Network.

Select option 3 to specify the Hosthame to assign to the virtual machine. Make sure this is the
same name that you specified in DNS.

Set the network properties (options 2, 4, and 6) to assign the virtual machines default gateway,
DNS server, IP address (IPv4) and the subnet mask.
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If you use DNS, you must have the appliances names and IP addresses in a forward
lookup zone in DNS. Additionally, you must have the subnet the appliances will be using
in a reverse lookup zone in DNS. If you are not using DNS, you must configure the hosts
file on each controller appliance and replication appliance to include mappings for all other
replication appliances, controller appliances, vCenters, and ESXi servers.

18. When your settings are complete, restart the appliance to apply the new settings.

Once the appliance has been installed and configured, you should not need to access or use it.
However, if you need to make additional changes, you can use the options on the main menu or
use the web interface by going to https://ip_address:5480, where ip_address is the current IP
address of the appliance. Keep in mind if you change the network settings using the web
interface, you will lose your connection to that interface because it will still be using the original IP
address.

The appliance menu runs as root, so make sure you take advantage of VMware security to
restrict access to the appliance. See your VMware documentation for details on limiting access
to the appliance's console.
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Installing the appliance manually

Before you begin the manual appliance installation, you must have an existing VMware hosted virtual
machine that meets the following requirements.

The virtual machine must be running Ubuntu 10.04.x AMDG64 edition.

The virtual machine must have at least 4 GB of virtualized physical RAM.

The virtual machine must have at least two CPUS (two virtual sockets, not two virtual cores).
The virtual machine must have at least 16 GB of disk space available.

The virtual machine must have a valid, working network configuration. If you use DNS, you must
have the appliances names and IP addresses in a forward lookup zone in DNS. Additionally, you
must have the subnet the appliances will be using in a reverse lookup zone in DNS. If you are not
using DNS, you must configure the hosts file on each controller appliance and replication
appliance to include mappings for all other replication appliances, controller appliances, vCenters,
and ESXi servers.

The virtual machine must be dedicated to Double-Take processing only. Do not use the virtual
machine for any other activity (web server, database server, and so on).

Make sure you review the Agentless vSphere requirements on page 7 for any other requirements
not specifically defined here.

Locate and install the .deb installation file on your virtual machine. You can find the file either on your
Double-Take DVD or from the location where you downloaded it.

Replication appliance—The installation file name for the replication appliance will be similar to
dtav_ra_7.0.0.1124.0.deb, depending on the Double-Take version number.

Controller appliance—The installation file name for the controller appliance will be similar to
dtav_ca_7.0.0.1124.0.deb, depending on the Double-Take version number.

Once you have installed your appliances, you will need to install the Double-Take Console. See
Installing the Double-Take Console on page 19. After you have installed the console, you can add the
appliances to the Double-Take Console and create associations between them. See Adding controller
appliances on page 21 and Adding replication appliances on page 24. Then you can create your
agentless vSphere job to protect your virtual machines.
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Upgrading your appliances

The process for upgrading your replication and controller appliances is partly manual and partly
automatic. A single controller appliance, along with its associated replication appliances, are upgraded
together in one operation. Steps for upgrading are listed below.

1.

N o oA

Download the upgrade file called dtav-upgrade.zip to a temporary folder on the Windows
machine running the Double-Take Console.

If you do not already have it installed, download and install Java from
http://www.java.com/en/download/manual.jsp to that same Windows machine.

Using the Double-Take Console, stop all jobs associated with the controller appliance and the
replication appliances you are upgrading.

Close the Double-Take Console.
Extract (unzip) dtav-upgrade.zip, which will create a subfolder called dtav-upgrade.
In the dtav-upgrade subfolder, open dtav-upgrade.bat in a text editor.

Modify the IP addresses and user credentials to match your controller appliance and its
associated replication appliances. Do not edit below the line of ##HH#HHE signs.

For example, your batch file will look similar to the following.

@echo off

set ControllerHostName=172.31.39.145

set ControllerUserName=user name

set ControllerPassword=password

set RA1=172.31.39.143: user name: password
set RA2=172.31.39.144: user name: password

SR R R R R

If necessary, add additional replication appliances that are associated with your controller by
repeating the set RA commands and incrementing the RA counter. For example, you might add
the following lines after the set RA2 command.

set RA3=172.31.39.210: user_name: password
set RA4=172.31.39.211: user_name: password

Save the changes to the dtav-upgrade.bat file and close it.

. Run the dtav-upgrade.bat file by double-clicking on it from a Windows explorer window or from a

command line. You will see brief log messages showing the upgrade progress.
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172.31.39.145:
172.31.39.143: installing dtms
172.31.39.144: installing dtms
dpkg -1: ii dtav-ra

DTAY Management Service
dpkg -1: 11 dtawv-ca

DTAY Controller Service
dpkg -1: ii dtav-ra

DTAY HManagement Service

145: starting DTAU Controller
143: starting DTAVU Management
145: done
43: done
144: starting DTAU Hanagement
184 done

installing dtes

]

31
31.
31.
3

3

w
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=]
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Upgrade complete

Press any key to continue

11. If you have additional controller appliances to upgrade, repeat the steps to stop the jobs
associated with those controller appliances and then modify and run the batch file for those
controller and replication appliances.

12. Once the upgrades are complete, reopen the Double-Take Console and restart the jobs. The jobs
will resume from where they left off in the replication process.

If an upgrade fails for any appliance you can repeat the script execution, even if some of the
appliances upgraded successfully.
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Installing the Double-Take Console

The Double-Take Console must be installed on a Windows machine. See Double-Take Console
requirements on page 57 for specific details.

1. Close any open applications.
2. Start the installation program using the appropriate instructions, depending on your media source.
« Physical media—If auto-run is enabled, the installation program will start automatically.
To manually start the program, run autorun.exe from your physical media.
« Web download—Launch the .exe file that you downloaded from the web.

3. When the installation program begins, the Autorun appears allowing you to install software and
view documentation and online resources. To install the console, , select the Install Double-
Take Availability link.

4. Depending on your version of Windows and the components you have installed, you may see an
initial screen indicating that you need to install or enable Microsoft NET Framework. If you do not
see this screen, your server already has the appropriate version of Microsoft NET. You must
install or enable Microsoft NET before installing Double-Take. Select Yes to install or enable
Microsoft .NET and click Continue.

5. You will be given the opportunity to check for a more recent version of the software.
« If you do not want to check for a later version, select No and click Next.

« If you want to check for a later version, select Yes and click Next. The installation program
will establish an Internet connection from your server to the Vision Solutions web site.

« Iflater versions are found, they will be listed. Highlight the version you want and
either download that version and install it automatically or download that version and
exit the installation. (If you exit the installation, you can run the updated installation
later directly from the location where you saved it.)

« If no later versions are found, continue with the current installation.

¢ If an Internet connection cannot be established, continue with the current installation
or install a previously downloaded version.

6. Review the Vision Solutions license agreement. You must scroll through and review the entire
license agreement. You must accept the license agreement in order to continue with the
installation program. Click Next to continue.

7. Review the activation notice. Most Double-Take licenses require activation after installation for full
product functionality. Failure to activate licenses that require it will cause your Double-Take jobs to
fail. See Licensing a controller appliance on page 22 for more details.

8. Click OK to continue.

9. Selectthe Client Components Only installation option. The client components do not require an
activation code, but are required to administer Double-Take servers throughout the organization.

10. If desired, specify where the Double-Take files will be installed by clicking Change, specifying a
location, and then clicking OK.

11. Click Next to continue.

12. If the machine where you are installing has Windows Firewall enabled, you will be given the
opportunity to open and reassign any firewall ports for Double-Take use.

o Open only the ports that are not in use—This option will open any firewall ports that
are notin use. The ports that are opened will be assigned to Double-Take.
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« Open all ports, reassigning the ports in use to Double-Take—This option will open
all necessary firewall ports, reassigning any to Double-Take as needed.

« Do not configure the Windows Firewall at this time—This option will not modify any
firewall ports. If you select this option, you will have manually modify your firewall settings
for Double-Take processing.

13. Click Next to continue.

14. If you are satisfied with the selections you have made and are ready to begin copying the Double-
Take files, click Install.

15. After the files have completed copying, click Finish to exit the installation program.

Chapter 3 Getting started 20



Adding controller appliances

The first time you start the console, the Manage Servers page is empty. In order to protect and monitor
your virtual machines, you must insert your controller appliance in the console.

1.
2.
3.

Select Get Started from the toolbar.
Select Add servers and click Next.
On the Manual Entry tab, specify the controller appliance information.

« Server—This is the name or IP address of the controller appliance to be added to the
console.

« User name—Specify the root user or another user that has the administrator role on the
appliance.

o Password—Specify the password associated with the User name you entered.
You can expand the More Options section to configure the following settings.
« Domain—If you are working in a domain environment, specify the Domain.

« Associate with Double-Take Linux Appliance—This field is not applicable to agentless
vSphere jobs.

After you have specified the appliance information, click Add.

Do notinsert your replication appliances. The replication appliances will be inserted into the
console using the Add Replication Appliances pages. See Adding replication appliances on page
24,

If you need to remove appliances from the list of Servers to be added, highlight it and click
Remove. You can also remove all of them with the Remove All button.

When your list of Servers to be added is complete, click OK.
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Licensing a controller appliance

You must apply a Double-Take license to an appliance using the console.

1.

S N

Make sure you have your appliance inserted in the console.

From the Manage Servers page, double-click on the server to view the server's details.
From the View Server Details page, click on the Edit server properties link.

Expand the Licensing section.

Licensing identifies your Double-Take activation codes.

The fields and buttons in the Licensing section will vary depending on your Double-Take
Console configuration and the type of activation codes you are using.

« Add activation codes and activation keys—The activation code and activation key are
the Double-Take license which is required on every Double-Take server. They are a 24
character, alpha-numeric code. You can change your activation code without reinstalling, if
your license changes.

There are different licenses available depending on the Double-Take product you are
using. Agentless vSphere jobs use a quantity license to license a specific number of jobs.
See Total licenses quantity below for details on how the license quantity (used by the
controller appliance) is allocated for agentless vSphere jobs.

To add an activation code and activation key, type in the code and click Add. If your console
has been enabled to manage your license inventory, click Choose from inventory to
open the Activation Codes dialog box where you can select the activation codes you want
to apply. See Console options on page 58 for details on enabling the license inventory.

The license inventory feature cannot be enabled if your service provider has
restricted access to it.

« Current activation codes—The server's current activation codes are displayed.
« Warning or error icon—Warnings indicate the license is temporary and will expire.
Errors indicate the license has expired.
¢ Product—The product associated with the license
« Serial Number—The serial number associated with the license
« Expiration Date—The date the license expires, if there is one
o Activation Code—The activation code
To remove a code, highlight it and click Remove. To copy a code, highlight it and click
Copy.

« Activation—If your activation code needs to be activated, you will see an additional
Activation section at the bottom of the Licensing section. To activate your code, use one
of the following procedures.
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« Activate online—If you have Internet access, you can activate your license and
apply the activated license to the server in one step. Select Activate Online. You will
not be able to activate a license that has already been activated but has not been
deactivated. In that case, you will be prompted to complete a host transfer. Ideally,
you should deactivate the license instead of doing a host transfer See the Double-
Take Console online help for details on deactivating licenses and host transfers.

« Obtain activation key online, then activate—If you have Internet access, click
the hyperlink in the Activation section to take you to the web so that you can submit
your activation information. Complete and submit the activation form, and you will
receive an e-mail with the activation key. Activate your server by entering the
activation key in the Add activation codes and activations keys field and clicking
Add.

« Obtain activation key offline, then activate—If you do not have Internet access,
go to https://activate.doubletake.com from another machine that has Internet access.
Complete and submit the activation form, and you will receive an e-mail with the
activation key. Activate your server by entering the activation key in the Add
activation codes and activations keys field and clicking Add.

The permanent code is specific to this server. It cannot be used on any other server. If the
activation code and server do not match, Double-Take will not run.

If your activation codes needs to be activated, you will have 14 days to do so.

If you rename a server that has already has a Double-Take license applied to it, for
example if you rebuild a server, you will have to perform a host-transfer to continue
using that license. This includes changing the case (capitalization) of the server
name (upper or lower case or any combination of case).

6. Once you have completed your licensing, click OK to return to the Manage Servers page.
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Adding replication appliances

From the Add Replication Appliances page, you can associate replication appliances to controller
appliances.

Add Replication Appliances

Identify the replication appliances in your environment that you want to associate with the controller appliznce.

Replication Appliance | Replication appliances:

- Replication Appliance & | vCenter/ESXi Server | I
ﬁ Controller appliance:

[172.31.139.145 |
L}j vCenter/ESXi server:
|172.31.139.10 =l

User name:

[root

Password:

‘E; Replication appliance:
|172.31.139.147

User name:

II'EIDt

Password:

Remove | REmnveA\ll

iJ Changes to the Replication Appliances will be applied immediately.

« Controller appliance—Select a controller appliance from the list. The replication appliances you
add on this page will be associated with the controller appliance you select.

o vCenter/ESXi server—Specify the IP address of the vCenter or ESXi server that is hosting the
replication appliance the selected controller appliance will communicate with. If you are using
vCenter, specify your vCenter. Only specify your ESXi server if it is a standalone server. If you are
not using the default vCenter/ESXi port, you can specify the port number that you are using by
entering IP_address:port_number. For example, you might enter 172.31.139.10:1124.

« User name—Specify the root user or another user that has the administrator role on the
specified server.

« Password—Specify the password associated with the User name that you entered.
« Replication appliance—Specify the IP address of the replication appliance.
« User name—Specify the root user or another user that has the administrator role on the
specified replication appliance.
« Password—Specify the password associated with the User name that you entered.

After you have configured your replication appliance to controller appliance association, click Add.
Repeat the process to associate additional replication appliances to your controller appliance. If you
need to remove any replication appliance associations from a controller appliance, highlight the
appliance in the list and click Remove. You can also remove all of the associated replication appliances
by clicking Remove All. Keep in mind that you cannot remove appliance associations if a job is using the
appliance. You can also manage your appliance associations through the controller appliance's server
properties. See Controller appliance associations properties on page 70.
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Creating an agentless vSphere job

Use these instructions to create an agentless vSphere job.

1.

o ~ w N

6.

Make sure you have added your controller and replication appliances. See Adding controller
appliances on page 21 and Adding replication appliances on page 24.

Click Get Started from the toolbar.
Select Double-Take Availability and click Next.
Select Protect virtual servers on vSphere with agentless replication and click Next.

Choose your source ESXi server. This is the ESXi server or cluster that contains the virtual
machines that you want to protect. This is also where your source replication appliance is located.
The list shows the ESXi servers or clusters currently associated with your controller appliance.

Choose Source ESXi Server

“‘;‘u

Select the WMware ESXi Server or Cluster that hests the source replication appliance and virtual machines that you want to protect.

4 Current Servers

vCenter/ESH Servers:

= ﬁ vCenter/ESXi servers associated with controller appliance 172.31.139.30
ml?Z‘SL.IBQ.ID
[ 172.31.139.50

Click Next to continue.
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7. Select the virtual machines on your source that you want to protect. A separate job will be created
for each source that you select for protection. You can only select the number of virtual machines
equal to the number of free licenses you have available.

Choose Virtual Machines

!A Select the virtual machines that vou want to protect.

Virtual machines:

[ | virtual machine & Operating System [ =]
M W) Alpha Microsoft Windews Server 2008 R2 [64-bit)
~ 'wrj Beta Microsoft Windows Server 2003 (32-bit)
- :'iJ Delta Ubuntu Linux {64-bit)
1 w Epsilon Micresoft Windows Server 2012 {64-hit)
I 3\) Gamma Microsoft Windows Server 2012 (64-bit)
N W Z= Microsoft Windows Server 2012 {64-bit)

=
| sl

8. Click Next to continue.

9. Choose your target ESXi server. This is the ESXi server or cluster where the replica virtual
machines will be hosted. This is also where your target replication appliance is located. The list
shows the ESXi servers or clusters currently associated with your controller appliance.

Choose Target ESXi Server

o

% Select the WMware ESXi Server or Cluster where the target replication appliance and replica virtual machines will be hosted.
>

-« Current Servers

wCenter/ESXi Servers:

= hi wiCenter/ESXi servers asseciated with controller appliance 172,31,139.30
B 172.31.139.10
= [ 172.31.139.50

10. Click Next to continue.

11. You have many options available for your agentless vSphere job. Configure those options that are
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applicable to your environment.

All agentless vSphere jobs will have the following sections available on the Set Options
page.

+ Replica Virtual Machine Network Settings

« Virtual Switch Mappings

+ Replication Interval

« Encryption

+ Snapshots

« Compression

If you are protecting just one virtual machine, you will also have the following sections.

o General

+ Replica Virtual Machine Location

+ Replica Host and Replication Appliances

If you are protecting more than one virtual machine, you will have the Virtual Machines
Mappings section instead, which is similar to the location and appliances sections.

As you can seg, if you are protecting more than one virtual machine, there are a few
settings that you will not have access to during job creation. In this case, default values will
be used. You can modify the default values after the jobs have been created.
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General

|® General

Job name:

| Alpha to 172.31.139.50

For the Job name, specify a unique name for your job.
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Replica Virtual Machine Location

|' .*_.' Replica Virtual Machine Location

Replica virtual machine display name:

[K3-Ca-1874_Replica

Select the target datastore for the virtual machine configuration files:

I Datastore & Total Size Fres Space Provisionad Space
W SANDS 399.75 GB 57.67 GB 14.64 GB
e SANOG 399.75 GB 31542 GB 55.02 GB
e SANO7 399.75 GB 201.82 GB 35844 GB
W SANDE 399.75 GB 134.16 GB 529.42 GB

Select the target datastore for the virtual machine hard disk files:

Source Virtual Disk Disk 5ize Disk Format Target Datastore

== [SAND7] Alphafalpha.vmdk

« Replica virtual machine display name—Specify the name of the replica virtual machine.
This will be the display name of the virtual machine on the host system.

o Select the target datastore for the virtual machine configuration files—Select one
of the datastores from the list to indicate where on the target you want to store the replica
virtual machine configuration files. Make sure the selected datastore has enough free
space. The datastore you select here will become the selected datastore in the next table.

o Select the target datastore for the virtual machine hard disk files—By default, the
datastore you selected in the first table will be selected in this table. If desired, specify a
different datastore from the Target Datastore list to indicate where on the target you want
to store each of th replica virtual machine disk files. Make sure the selected datastore has
enough free space for the size of your source (plus growth) and the source's disk format
(thick, thin, or flat). Additionally, if you are going to be enabling snapshots of the replica on
the target, make sure you select a datastore that has enough space for the replica virtual
machine disks and the snapshots.
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Replica Host and Replication Appliances

|-_)_\ | Replica Host and Replication Appliances

Select the replica host: | 172.31.139.50 LI

Select the source and target replication appliances:

Source replication appliance: IAuto Select j

Target replication appliance: ! Auto Select LI

« Select the replica host—If you target is a cluster, select the specific server that you want
to use. If your target is not a cluster, this field will automatically be populated with your
target.

« Source replication appliance—You can specify a source replication appliance or select
Auto Select to have Double-Take select a replication appliance for you based on the
current load on all of your replication appliances.

« Target replication appliance—You can specify a target replication appliance or select
Auto Select to have Double-Take select a replication appliance for you based on the
current load on all of your replication appliances.
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Virtual Machines Mappings

i\.‘« | virtual Machines Mappings |

Far each virtual machine, select the target host, target datastore for the virtual machine configuration files and the replication appliances:

| virtual Machine & I Replica Virtual Machine | Target Host | Target Datastore | Source Replication Appliance | Target Replication Appliance |
&) alpha alpha_Replica | 1723113050 =] [seno7 7| [Auto seiect =] | Auto sefect =
@ beta beta_Replica [17231138.50 =] [sance =] [Auto select =] [Auto select =l
Select a virtual machine above and then select the target datastore for the virtual machine hard disk files:
I Source Virtual Disk Disk Size Disk Format | Target Datastore |
‘e [SAN1] Alpha/Alphaymdk 16 GB Thin | sanz =l

Show additional target datastores informaticn

« For each virtual machine, select the target host, target datastore for the virtual
machine configuration files and the replication appliances—The first table allows
you to configure each virtual machine.

+ Replica Virtual Machine—Specify the name of the replica virtual machine. This will
be the display name of the virtual machine on the host system.

« Target Host—Select the specific server that you want to use, if your targetis a
cluster. If your target is not a cluster, this field will automatically be populated with
your target.

« Target Datastore—Specify the datastore on the target where you want to store the
replica virtual machine configuration files. Make sure the selected datastore has
enough free space. The datastore you select here will become the selected
datastore in the next table.

« Source Replication Appliance—You can specify a source replication appliance or
select Auto Select to have Double-Take select a replication appliance for you based
on the current load on all of your replication appliances.

« Target Replication Appliance—You can specify a target replication appliance or
select Auto Select to have Double-Take select a replication appliance for you based
on the current load on all of your replication appliances.

« Select a virtual machine above and then select the target datastore for the virtual
machine hard disk files—The second table is dynamically linked to the first. Select a
virtual machine in the first table and configure the virtual disks for that virtual machine. Then
select another virtual machine in the first table and configure the virtual disks for that virtual
machine. Continue until you have configured the virtual disks for each virtual machine.

« Target Datastore—By default, the datastore you selected in the first table will be
selected in this table. If desired, specify a different datastore on the target where you
want to store the replica virtual machine disk files. Make sure the selected datastore
has enough free space for the size of your source (plus growth) and the source's disk
format (thick, thin, or flat). Additionally, if you are going to be enabling snapshots of
the replica on the target, make sure you select a datastore that has enough space for
the replica virtual machine disks and the snapshots.

« Show additional target datastores information—Click this link to see storage
information for the datastores on your target. This will help you select the appropriate
datastore for your replica virtual machines.
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Replica Virtual Machine Network Settings

The appearance and fields in this section will vary depending on if you have chosen to
protect a single virtual machine or multiple virtual machines.

|-.j'/_~_‘- Replica Virtual Machine Network Settings
Credentials for user name: administrator

Change... |

[V Use advanced settings for replica virtual machine network configuration,

Metwork adapters:
Local Area Connection (172.31.206.200)

Source IP addresses: Replica IP addresses:
1P Addres | | | 17 address | subnet task | add |
112427429 | 112.52.74.29 | 255.255.0.0 T |
source Default Gateways: Replica Default Gateways:
1242458 112.52.48.9 + | add |
‘ | Remove |
Source DNS Server addresses: Replica DNS Server addresses:
112424520 [112.52.48.20 1+ | add |
{ | Remove |
‘l‘f_\j Replica Virtual Machine Network Settings
Wikl i Network adapters:
Virtual Machine & Deemls uan:ad Network | Local Area Connection (112.42,74.29)
W Alpha administrator [7]
W Beta administratar [
Source IP addresses: Replica IP addresses:
1P Address Subnet Mask | [ 1P Address [ Subnet pask | add |

255.0, 2
112.42.74.29 255.255.0.0 j112.52.72.29 | 255.255.0.0 — I

Source Default Gateways: Replica Default Gateways:
TR 112.52.48.9 | |
I Remove I
Source ONS Server addresses: Replica DNS Server addresses:
HEa 112,52.48.20 I I
1 wirtual machines selected.
| Remove |

Provide CrEdEN]aIS...l Set Gateway... | Set DNS... |

If your virtual machines are powered on and have VMware Tools version 8.3.8.9 (ESX 5.0
Update 1) or later installed, you can configure network settings for the replica virtual machines.
This option is primarily used for WAN support.

« Change—If you have selected to protect a single virtual machine, click this button and
specify credentials for the virtual machine.

« Provide Credentials—If you have selected to protect multiple virtual machines, you can
select one or more virtual machines, click this button and specify credentials for the virtual
machines. If necessary, use the credentials button again until all of the virtual machines that
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you want to configure network settings for have credentials specified. You can right-click on
any virtual machine in the list to access a Select All shortcut which will highlight all of the
virtual machines in the list.

« Use advanced settings for replica virtual machine network configuration—Select
this option to enable the replica virtual machine network setting configuration.

« Advanced Network—Select the virtual machines that you want to enable the replica
virtual machine network setting configuration for.

« Set Gateway—If you are protecting multiple virtual machines, click this button to apply the
same gateway settings that each source is using to its replica virtual machine. This is like a
global update to quickly populate your replica virtual machine network settings. You can
make additional modifications to each replica virtual machine's network settings if needed.

« Set DNS—If you are protecting multiple virtual machines, click this button to apply the
same DNS settings that each source is using to its replica virtual machine. This is like a
global update to quickly populate your replica virtual machine network settings. You can
make additional modifications to each replica virtual machine's network settings if needed.

« Network adapters—Select a network adapter from the source and specify the Replica
IP addresses, Replica Default Gateways, and Replica DNS Server addresses to be
used after failover. If you add multiple gateways or DNS servers, you can sort them by
using the arrow up and arrow down buttons. Repeat this step for each network adapter on
the source.

Updates made during failover will be based on the network adapter name when
protection is established. If you change that name, you will need to delete the job
and re-create it so the new name will be used during failover.

If you update one of the advanced settings (IP address, gateway, or DNS server),
then you must update all of them. Otherwise, the remaining items will be left blank.
If you do not specify any of the advanced settings, the replica virtual machine will be
assigned the same network configuration as the source.

By default, the source IP address will be included in the target IP address list as the
default address. If you do not want the source IP address to be the default address
on the target after failover, remove that address from the Replica IP addresses
list.
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Virtual Switch Mappings

|AI Virtual Switch Mappings

Map source V5witches to the target Vawitches:

| Source VSwitch & Target Vawitch I |
b dvPortGroup dvPortGroup j
<A dvPortGroup2 dvPortGroup2 2
<L VM Network W Network =]

Map source VSwitches to the target VSwitches—Identify how you want to handle the
network mapping after failover. Map each Source VSwitch to a Target VSwitch. If you
reconfigure your virtual switches after you have created your job, you will need to edit the job to

update your mappings, if you want to use the new configuration. You can also choose to failover
the NIC and IP addresses but leave them in a not connected state.
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Replication Settings

|- A | Replication Settings

The changed data will be transmitted as soon as the time threshold is met.

Transmit data after this interval: |1 ﬁ Hours Ll
jﬁ' The minimum time is 15 minutes,

" Enable VMware Tools quiescing

jH' Quiescing is supported for Windows virtual machines running Windows 2003 or later. Linux does not support guiescing.

« Transmit data after this interval—Specify the interval (in days, hours, or minutes) for
transmitting the replication snapshot. For more details on how the replication interval
works, see Replication process on page 5.

« Enable VMware Tools quiescing—Select this option if you want quiescent replication
snapshots (snapshots that are guaranteed to provide consistent application data). You
must have VMware Tools installed on the source, your source must be powered on, and
your source must be Windows 2003 or later. Linux operating systems do not support
quiescing.

Quiescing may impact performance on the source because disk operations will be
suspended during the snapshot .VMware Tools instructs the applications running on the
guest operating system that have registered for quiescing to suspend activity after they
reach a good state. Depending on the type of applications you are running, for example a
large transaction to a SQL server database, there may be a delay as applications quiesce,
then the operating system quiesces, then the snapshot is taken. (Applications that are not
registered for quiescing will have their disk write buffers flushed when the snapshot is
taken.)
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Encryption

|-._"_~‘] Encryption
The changed data can be encrypted before sending to the targat.

[ Enable encryption

Enable encryption—Enable this option if you want to encrypt the mirroring and replication data
before it is sent to the target.
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Snapshots

|'_\ | Snapshots

[V Enable scheduled snapshots

Take snapshots on this interval: Il ﬂ I Hours LI

Maximum number of snapshots: I'i? ﬂ

A snapshot is an image of the source replica data on the target taken at a single point in time. You
can failover to a snapshot. However, you cannot access the snapshot to recover specific files or
folders.

Turn on Enable scheduled snapshots if you want Double-Take to take snapshots automatically
at set intervals.

« Take snapshots on this interval—Specify the interval (in days, hours, or minutes) for
taking snapshots.

« Maximum number of snapshots—Because of VMware snapshot limitations and
Double-Take replication processing, the maximum number of snapshots that you can retain
is 29. At this point, the oldest snapshot will be deleted when a new snapshot needs to be
created. If desired, you can decrease the number of snapshots that will be retained.

Snapshots are stored on the target datastore, so be sure that you have selected a
datastore that has enough space for the replica virtual machine and the snapshots.

See Replication process on page 5 for details on how the snapshot of the source replica
on the target works with the replication process.
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Compression

P 3
| # | Compression

[v Enable compression:
|
1

\ i
Minimum Medium Maximum

To help reduce the amount of bandwidth needed to transmit Double-Take data, compression
allows you to compress data prior to transmitting it across the network. In a WAN environment this
provides optimal use of your network resources. If compression is enabled, the data is
compressed before it is transmitted from the source. When the target receives the compressed
data, it decompresses it and then writes it to disk. You can set the level from Minimum to
Maximum to suit your needs.

Keep in mind that the process of compressing data impacts processor usage on the source. If you
notice an impact on performance while compression is enabled in your environment, either adjust
to alower level of compression, or leave compression disabled. Use the following guidelines to
determine whether you should enable compression.

« Ifdatais being queued on the source at any time, consider enabling compression.

« Ifthe server CPU utilization is averaging over 85%, be cautious about enabling
compression.

« The higher the level of compression, the higher the CPU utilization will be.

« Do not enable compression if most of the data is inherently compressed. Many image (.jpg,
.gif) and media (.wmv, .mp3, .mpg) files, for example, are already compressed. Some
images files, such as .bmp and .tif, are decompressed, so enabling compression would be
beneficial for those types.

« Compression may improve performance even in high-bandwidth environments.

« Do not enable compression in conjunction with a WAN Accelerator. Use one or the other to
compress Double-Take data.

All jobs from a single source connected to the same IP address on a target will share the
same compression configuration.

12. Click Next to continue.

13. Double-Take validates that your source and target are compatible. The Summary page displays
your options and validation items.

Errors are designated by a white X inside a red circle. Warnings are designated by a black
exclamation point (!) inside a yellow triangle. A successful validation is designated by a white
checkmark inside a green circle. You can sort the list by the icon to see errors, warnings, or
successful validations together. Click on any of the validation items to see details. You must
correct any errors before you can enable protection. Depending on the error, you may be able to
click Fix or Fix All and let Double-Take correct the problem for you. For those errors that Double-
Take cannot correct automatically, you will need to modify the source or target to correct the error,
or you can select a different target. You must revalidate the selected servers, by clicking
Recheck, until the validation check passes without errors.
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After ajob is created, the results of the validation checks are logged to the job log.

14. Once your servers have passed validation and you are ready to establish protection, click Finish,
and you will automatically be taken to the Manage Jobs page.
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Managing and controlling agentless
vSphere jobs

The Manage Jobs page allows you to view status information about your jobs. You can also control
your jobs from this page.

The jobs displayed in the right pane depend on the server group folder selected in the left pane. Every
job for each server in your console session is displayed when the Jobs on All Servers group is
selected. If you have created and populated server groups (see Managing servers on page 60), then
only the jobs associated with the server or target servers in that server group will be displayed in the right
pane.

Overview job information displayed in the top pane

The top pane displays high-level overview information about your jobs.

Column 1 (Blank)

The first blank column indicates the state of the job.
& The job is in a healthy state.

& The job is in a warning state. This icon is also displayed on any server groups that
you have created that contain a job in a warning state.

LX) The job isin an error state. This icon is also displayed on any server groups that you
have created that contain a job in an error state.

¥ The jobis in an unknown state.
Job

The name of the job
Source Server

The name of the source. This could be the name or IP address of your source.
Target Server

The name of the target. This could be the name or IP address of your target.
Job Type

Each job type has a unique job type name. This job is an Agentless vSphere job. For a
complete list of all job type names, press F1 to view the Double-Take Console online
help.
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Activity

There are many different Activity messages that keep you informed of the job activity.
Most of the activity messages are informational and do not require any administrator
interaction. If you see error messages, check the job details. Keep in mind that Idle
indicates console to server activity is idle, not that your servers are idle.

Mirror Status

o In Progress—Data is currently being mirrored.
o ldle—Data is not being mirrored.
 Unknown—The console cannot determine the status.

Replication Status

¢ In Progress—Data is being replicated to the target.
+ Ready—There is no data to replicate.
¢ Unknown—The console cannot determine the status.

Transmit Mode

o Active—Data is being transmitted to the target.
¢« Unknown—The console cannot determine the status.
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Detailed job information displayed in the bottom pane

The details displayed in the bottom pane of the Manage Jobs page provide additional information for
the job highlighted in the top pane. If you select multiple jobs, the details for the first selected job will be
displayed.

Name

The name of the job
Target data state

This field is not applicable to agentless vSphere jobs.
Mirror remaining

The total number of mirror bytes that are remaining to be sent from the source to the
target

Mirror skipped

This field is not applicable to agentless vSphere jobs.
Replication queue

This field is not applicable to agentless vSphere jobs.
Disk queue

This field is not applicable to agentless vSphere jobs.
Bytes sent

The total number of mirror and replication bytes that have been transmitted to the
target. If you reset the target replication appliance, this value will be reset.

Bytes sent (compressed)

The total number of compressed mirror and replication bytes that have been
transmitted to the target. If compression is disabled, this statistic will be the same as
Bytes sent.

Connected since
This field is not applicable to agentless vSphere jobs.
Recent activity

Displays the most recent activity for the selected job, along with an icon indicating the
success or failure of the last initiated activity. Click the link to see a list of recent activities
for the selected job. You can highlight an activity in the list to display additional details
about the activity.
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Additional information

Depending on the current state of your job, you may see additional information
displayed to keep you informed about the progress and status of your job. If there is no
additional information, you will see (None) displayed.

Controller appliance

The controller appliance used by the replication appliances for this job
Source vCenter/ESXi host

The vCenter or ESXi server that the source is running on
Source virtual machine

The source virtual machine that is being protected
Target vCenter/ESXi host

The vCenter or ESXi server that the replica virtual machine is running on
Target datastore

The datastore on the target where the replica virtual machine is located
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Job controls

You can control your job through the toolbar buttons available on the Manage jobs page. If you select
multiple jobs, some of the controls will apply only to the first selected job, while others will apply to all of
the selected jobs. For example, View Job Details will only show details for the first selected job, while
Stop will stop protection for all of the selected jobs.

If you want to control just one job, you can also right click on that job and access the controls from the
pop-up menu.

Create a New Job ‘&

This button leaves the Manage Jobs page and opens the Get Started page.

View Job Details #-"

This button leaves the Manage Jobs page and opens the View Job Details page.

Delete 1I
Stops (if running) and deletes the selected jobs.

If you no longer want to protect the source and no longer need the replica of the source
on the target, select to delete the associated replica virtual machine. Selecting this
option will remove the job and completely delete the replica virtual machine on the
target.

If you no longer want to mirror and replicate data from the source to the target but still
want to keep the replica of the source on the target, select to keep the associated
replica virtual machine.

=,

Provide Credentials °

Changes the login credentials that the job (which is on the target machine) uses to
authenticate to the servers in the job. This button opens the Provide Credentials dialog
box where you can specify the new account information and which servers you want to
update. See Providing server credentials on page 66. You will remain on the Manage
Jobs page after updating the server credentials. If your servers use the same
credentials, make sure you also update the credentials on the Manage Servers page
so that the Double-Take Console can authenticate to the servers in the console
session. See Managing servers on page 60.

View Recent Activity .

Displays the recent activity list for the selected job. Highlight an activity in the list to
display additional details about the activity.
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Start b

Starts the selected jobs.

Pause ii

Agentless vSphere jobs cannot be paused.

Stop .

Stops the selected jobs. The jobs remain available in the console, but there will be no
mirroring or replication data transmitted from the source to the target.

Take Snapshot !

Snapshots are not applicable to agentless vSphere jobs.

Manage Snapshots ~.—-

Snapshots are not applicable to agentless vSphere jobs.

Failover or Cutover #

Starts the failover process. See Failing over agentless vSphere jobs on page 55 for the
process and details of failing over an agentless vSphere job.

Failback *
Starts the failback process. Failback does not apply to agentless vSphere jobs.
0
Restore **

Starts the restoration process. Restore does not apply to agentless vSphere jobs.

=
Reverse <=

Reverses protection. Reverse protection does not apply to agentless vSphere jobs.

Undo Failover 3

Cancels failover by undoing it. Undo does not apply to agentless vSphere jobs.

|
View Job Log -

Opens the job log. On the right-click menu, this option is called View Logs, and you
have the option of opening the job log, source server log (which is the source replication
appliance), or target server log (which is the target replication appliance.
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If you need to manually collect agentless vSphere job logs, perform the following steps
on each controller and replication appliance.

1. Connect to the appliance using an ssh client, like Putty.

2. Change to the doubletake directory using cd /opt/visionsolutions/doubletake.

3. Run the following command (exactly as below without substitutions) to create an
archive called server.tgz in the doubletake directory.
tar czvf $(hostname).tgz bin data etc log

4. You can then copy (using a tool like WinSCP) or FTP the file to another location, if
needed.

Other Job Actions Jf

Opens a small menu of other job actions. These job actions are not available for
agentless vSphere jobs.

Filter

Select a filter option from the drop-down list to only display certain jobs. You can display
Healthy jobs, Jobs with warnings, or Jobs with errors. To clear the filter, select
All jobs. If you have created and populated server groups, then the filter will only apply
to the jobs associated with the server or target servers in that server group. See
Managing servers on page 60.

Type a server name

Displays only jobs that contain the text you entered. If you have created and populated
server groups, then only jobs that contain the text you entered associated with the
server or target servers in that server group will be displayed. See Managing servers
on page 60.

Overflow Chevron

Displays any toolbar buttons that are hidden from view when the window size is
reduced.
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Viewing agentless vSphere job details

From the Manage Jobs page, highlight the job and click View Job Details in the toolbar.

Review the following table to understand the detailed information about your job displayed on the View
Job Details page.

Job name
The name of the job
Job type
Each job type has a unique job type name. This job is an Agentless vSphere job. For a
complete list of all job type names, press F1 to view the Double-Take Console online
help.
Health
& The job is in a healthy state.
2 The job is in a warning state.
LX) The job isin an error state.
¥ Thejob is in an unknown state.
Activity

There are many different Activity messages that keep you informed of the job activity.
Most of the activity messages are informational and do not require any administrator
interaction. If you see error messages, check the rest of the job details.

Connection ID

The incremental counter used to number connections. The number is incremented
when a connection is created. It is also incremented by internal actions, such as an
auto-disconnect and auto-reconnect. The lowest available number (as connections are
created, stopped, deleted, and so on) will always be used. The counter is reset to one
each time the Double-Take service is restarted.

Transmit mode

o Active—Data is being transmitted to the target.
¢« Unknown—The console cannot determine the status.

Target data state
This field is not applicable to agentless vSphere jobs.
Target route

This field is not applicable to agentless vSphere jobs.
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Compression

¢ On/Level—Datais compressed at the level specified.
o Off—Data is not compressed.

Encryption

+« On—Datais being encrypted before it is sent from the source to the target.
o Off—Data is not being encrypted before it is sent from the source to the target.

Bandwidth limit

This field is not applicable to agentless vSphere jobs.
Connected since

This field is not applicable to agentless vSphere jobs.
Additional information

Depending on the current state of your job, you may see additional information
displayed to keep you informed about the progress and status of your job. If there is no
additional information, you will see (None) displayed.

Mirror status

« In Progress—Data is currently being mirrored.
o ldle—Data is not being mirrored.
¢ Unknown—The console cannot determine the status.

Mirror percent complete
The percentage of the mirror that has been completed
Mirror remaining

The total number of mirror bytes that are remaining to be sent from the source to the
target

Mirror skipped
This field is not applicable to agentless vSphere jobs.
Replication status

e In Progress—Data is being replicated to the target.
« Ready—There is no data to replicate.
« Unknown—The console cannot determine the status.

Replication queue
This field is not applicable to agentless vSphere jobs.
Disk queue

This field is not applicable to agentless vSphere jobs.
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Bytes sent

The total number of mirror and replication bytes that have been transmitted to the
target

Bytes sent compressed

The total number of compressed mirror and replication bytes that have been
transmitted to the target. If compression is disabled, this statistic will be the same as
Bytes sent.

Chapter 4 Managing and controlling agentless vSphere jobs 49



Validating an agentless vSphere job

Over time, you may want to confirm that any changes in your network or environment have not impacted
your Double-Take job. Use these instructions to validate an existing job.

1. From the Manage Jobs page, highlight the job and click View Job Details in the toolbar.
2. Inthe Tasks area on the right on the View Job Details page, click Validate job properties.

3. Errors are designated by a white X inside a red circle. Warnings are designated by a black
exclamation point (!) inside a yellow triangle. A successful validation is designated by a white
checkmark inside a green circle. You can sort the list by the icon to see errors, warnings, or
successful validations together. Click on any of the validation items to see details. You must
correct any errors before you can enable protection. Depending on the error, you may be able to
click Fix or Fix All and let Double-Take correct the problem for you. For those errors that Double-
Take cannot correct automatically, you will need to modify the source or target to correct the error,
or you can select a different target. You must revalidate the selected servers, by clicking
Recheck, until the validation check passes without errors.

4. Once your servers have passed validation, click Close.
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Editing an agentless vSphere job

Use these instructions to edit an agentless vSphere job.

1.
2.
3.

From the Manage Jobs page, highlight the job and click View Job Details in the toolbar.
In the Tasks area on the right on the View Job Details page, click Edit job properties.

You will see the same options for your agentless vSphere job as when you created the job, but
you will not be able to edit all of them. If desired, edit those options that are configurable for an
existing job. See Creating an agentless vSphere job on page 25 for details on each job option.

Changing some options may require Double-Take to automatically disconnect,
reconnect, and remirror the job.

Click Next to continue.

5. Double-Take validates that your source and target are compatible. The Summary page displays

6.

your options and validation items.

Errors are designated by a white X inside a red circle. Warnings are designated by a black
exclamation point (!) inside a yellow triangle. A successful validation is designated by a white
checkmark inside a green circle. You can sort the list by the icon to see errors, warnings, or
successful validations together. Click on any of the validation items to see details. You must
correct any errors before you can enable protection. Depending on the error, you may be able to
click Fix or Fix All and let Double-Take correct the problem for you. For those errors that Double-
Take cannot correct automatically, you will need to modify the source or target to correct the error,
or you can select a different target. You must revalidate the selected servers, by clicking
Recheck, until the validation check passes without errors.

After ajob is created, the results of the validation checks are logged to the job log.

Once your servers have passed validation and you are ready to update your job, click Finish.
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Viewing an agentless vSphere job log

You can view a job log file through the Double-Take Console by selecting View Job Log from the

toolbar on the Manage Jobs page. Separate logging windows allow you to continue working in the

Double-Take Console while monitoring log messages. You can open multiple logging windows for

multiple jobs. When the Double-Take Console is closed, all logging windows will automatically close.

™ 10b logs for alpha to beta il =1ofx]
nmEa &
Time | Description I l_‘J

2/14/2012 6:48:96 AM
2/14/2012 6:48:47 AM
2/14/2012 5:48:47 AM
2/14/2012 6:48:47 AM
2/14/2012 5:48:47 AM
2/14/2012 5:48:47 AM
2/14/2012 5:48:47 AM
2/14/2012 5:48:47 AM
2/14/2012 5:48:47 AM
2/14/2012 6:48:47 AM
2/14/2012 5:48:47 AM
2/14/2012 5:48:47 AM
2/14/2012 5:48:47 AM
2/14/2012 5:48:48 AM
2/14/2012 5:48:48 AM
2/14/2012 5:48:48 AM
2/14/2012 5:48:48 AM
2/14/2012 5:48:48 AM
2/14/2012 5:48:48 AM
2/14/2012 5:48:48 AM
2/14/2012
2/14/2012
2/142012
2/14/2012
2/14/2012
2{14/2012 5:48:
2/14/2012 5:48:

2/14/2012 7:05:45 AM
2/14/2012 7:05:43 AM
2/14/2012 7:05:48 AM

The following table identifies the controls and the table columns in the Job logs window.

Target beta is a NOT a cluster. Setting JobFilePath default

Entered TopState

Entered UninitializedState

Attaching to engine monitor 00000000-0000-0000-0000-000000000000

Changing to Stopped=tate from Uninitizlized=tate in response to InitizlizeEvent consumed...
Exited UninitializedState

Entered InitializedState

Entsred StoppedState

Stopping monitor ab2258f7-85c6-4b68-819¢c-3d2912f53802: name = FilesAndFolders_a6ch..

Successfully created monitor 618b51de-70f0-4185-9859-169f6f7d7045

Changing to StartingState from StoppedState in responsa to StartEvent consumed by Stop.

Exited StoppedState
Entsred StartingState
k ntry written: ‘6008,
Target beta is not dustersd
Changing to RunningState from StoppedState in response to StartEvent consumed by Stop.
Exited StoppedState
Entered RunningState

Starting monitor 2b2268f7-3505-4b68-815¢-3d2812f5380a: name = FilesAndFolders_a6chf...

Entered SuccesdedState
Successfully created connection 285z=0ce-bbba-47a2-84ec-5fa79da80174 connecting Files
Waiting for source endpoint of " to be established (00:10:00)

Established source endpoint of '112.42.74.29:6320' for engine connection with replication s...
Changing to ProtectingState from StartingState in response to StartSucceededEvent consu...

Exited StartingState
Entered ProtectingState
Event log entry written: '6004,

Changing to MirrcringState from ProtectingState in response to MirmoringEvent consumed b..

Entered MirroringStats

Changing to SynchronizedState from MirroringState in response to MirrerCompletedEvent ¢
Exited MirroringState

Entered SynchronizedState

Event log entry written: '6008"

Changing to MirrcringState from SynchronizedState in response to MirroringEvent consume...

Exited SynchronizedState
Ertzred MirroringState

Changing to SynchronizedState from MirreningState in response to MirrorldleEvent consum..

Exited MirroringState
Entsred SynchronizedState

-

Start b’

Pause i

Copy =2

This button starts the addition and scrolling of new messages in the window.

This button pauses the addition and scrolling of new messages in the window. This is
only for the Job logs window. The messages are still logged to their respective files on

the server.

This button copies the messages selected in the Job logs window to the Windows

clipboard.
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Clear £

This button clears the Job logs window. The messages are not cleared from the
respective files on the server. If you want to view all of the messages again, close and
reopen the Job logs window.

Time
This column in the table indicates the date and time when the message was logged.
Description

This column in the table displays the actual message that was logged.
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Updating to a new controller appliance

Use the following process to update an existing job to a new controller appliance.

1.

Deploy a new controller appliance using a new name and IP address. See Installing the Double-
Take replication or controller appliance on page 11.

Make sure you old controller appliance is powered off.

Remove the old controller appliance from the Double-Take Console using the Remove Server
button on the Manage Servers page.

Add the new controller appliance to the Double-Take Console. See Adding controller appliances
on page 21.

Complete a host transfer of the license from the old controller appliance, adding that transferred
license to the new controller appliance. See Server licensing on page 71.

Associate your replication appliances with the new controller appliance. See Adding replication
appliances on page 24.

After you have associated your replication appliances with your new controller appliance, your existing
job will appear in the console.
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Failing over agentless vSphere jobs

When you are ready to failover, you can start it manually from the console.
1. Onthe Manage Jobs page, highlight the job that you want to failover and click Failover or
Cutover in the toolbar.
2. Select the type of failover to perform.

o Failover to live data—Select this option to initiate a full, live failover using the last
complete replication cycle. This option will shutdown the source machine (if it is online),
stop the protection job, and start the replica virtual machine on the target with full network
connectivity.

o Perform test failover—This option is not available for agentless vSphere jobs.

« Failover to a snapshot—Select this option to initiate a full, live failover without using the
last replication cycle. Instead, select a snapshot and the data on the target will be reverted
to that snapshot. This option will not be available if there are no snapshots on the target.

3. Normally, you would select how you want to handle the data in the target queue. However, these
options are not curently available.

4. When you are ready to begin failover, click Failover.
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Double-Take Console

Each time you open the Double-Take Console, you start at the Home page. This page provides a high-
level overview of the status of your jobs.

The appearance of the Home page is the same for all users. However, other console pages may have
variances in the appearance depending on the Double-Take products that you have installed, the
Double-Take activation codes on your servers, and the type of job you are working with.

« Headlines—The top section gives a quick overview of any jobs that require attention as well as
providing quick access buttons.

« These jobs require attention—Any jobs that require attention (those in an error state)
are listed. You will see the source and target server names listed, as well as a short
description of the issue that requires your attention. If the list is blank, there are no jobs that
require immediate attention.

o View—If you highlight a job in the list and click View, you will go to the View Job Details
page where you can see more detailed information about the job.

« Tools—Select this drop-down list to launch other Vision Solutions consoles.

o Servers Summary—The middle section summarizes the servers in your console.

« Total number of servers—This field displays the number of servers that you have been
added to the console.

« View all servers—Select this link to go to the Manage Servers page where you can view,
edit, add, remove, or manage the servers in your console.

o Jobs Summary—The bottom section summarizes the jobs in your console.

« Total number of jobs—This field displays the number of jobs running on the servers in
your console.

« View jobs with errors—Select this link to go to the Manage Jobs page, where the
Filter: Jobs with errors will automatically be applied.

« View jobs with warnings—Select this link to go to the Manage Jobs page, where the
Filter: Jobs with warnings will automatically be applied.

« View all jobs—Select this link to go to the Manage Jobs page and view all jobs.

At the bottom of the Double-Take Console, you will see a status bar. At the right side, you will find links
for Jobs with warnings and Jobs with errors. This lets you see quickly, no matter which page of the
console you are on, if you have any jobs that need your attention. Select this link to go to the Manage
Jobs page, where the appropriate Filter: Jobs with warnings or Filter: Jobs with errors will
automatically be applied.
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Double-Take Console requirements

You must meet the following requirements for the Double-Take Console.

« Operating system—The Double-Take Console can be run from a Windows source or target. It
can also be run from a 32-bit or 64-bit physical or virtual machine running Windows 8, Windows 7,
Windows Vista, or Windows XP Service Pack 2 or later.

e Microsoft .NET Framework—NMicrosoft NET Framework version 3.5 Service Pack 1 is
required. This version is not included in the .NET version 4.0 release. Therefore, even if you have
.NET version 4.0 installed, you will also need version 3.5.1. For Windows 2008 and earlier, you
can install this version from the Double-Take DVD, via a web connection during the Double-Take
installation, or from a copy you have obtained manually from the Microsoft web site. For Windows
2008 R2 and later, you need to enable it through Windows features.

« Screen resolution—For best results, use a 1024x768 or higher screen resolution.

The Double-Take installation prohibits the console from being installed on Server Core.
Because Windows 2012 allows you to switch back and forth between Server Core and a full
installation, you may have the console files available on Server Core, if you installed Double-

Take while running in full operating system mode. In any case, you cannot run the Double-Take
Console on Server Core.
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Console options

There are several options that you can set that are specific to the Double-Take Console.

Monitoring interval—Specifies how often, in seconds, the console refreshes the monitoring
data. The servers will be polled at the specified interval for information to refresh the console.

Automatic retry—This option will have the console automatically retry server login credentials,
after the specified retry interval, if the server login credentials are not accepted. Keep in mind the
following caveats when using this option.

« Thisis only for server credentials, not job credentials.

o A set of credentials provided for or used by multiple servers will not be retried for the
specified retry interval on any server if it fails on any of the servers using it.

« Verify your environment's security policy when using this option. Check your policies for
failed login lock outs and resets. For example, if your policy is to reset the failed login
attempt count after 30 minutes, set this auto-retry option to the same or a slightly larger
value as the 30 minute security policy to decrease the chance of a lockout.

o Restarting the Double-Take Console will automatically initiate an immediate login.
« Entering new credentials will initiate an immediate login using the new credentials.

Retry on this interval—If you have enabled the automatic retry, specify the length of time, in
minutes, to retry the login.

Default port for XML web services protocol—Specifies the port that the console will use
when sending and receiving data to Double-Take servers. By default, the port is 6325. Changes
to the console port will not take effect until the console is restarted.

Default port for legacy protocol—If you are using an older Double-Take version, you will need
to use the legacy protocol port. This applies to Double-Take versions 5.1 or earlier.

Export Diagnostic Data—This button creates a raw data file that can be used for debugging
errors in the Double-Take Console. Use this button as directed by technical support.

View Log File—This button opens the Double-Take Console log file. Use this button as directed
by technical support.

View Data File—This button opens the Double-Take Console data file. Use this button as
directed by technical support.

Automatically check for updates—By default, each time the console is started, it will
automatically check the Vision Solutions web site to see if there is updated console software
available. If there is updated console software available, an Automatic Updates section will
appear on the Home page. Click Get the latest update to download and install the updated
console software.

If you want to disable the automatic check for updates, click Change automatic updates or
select Options from the toolbar. On the Options page, deselect Automatically check for
updates to disable the automatic check.

You can also manually check for updates by selecting Help, Check for Updates.

« Update available—If there is an update available, click Get Update. The dialog box will
close and your web browser will open to the Vision Solutions web site where you can
download and install the update.

« No update available—If you are using the most recent console software, that will be
indicated. Click Close.
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« No connection available—If the console cannot contact the update server of if there is an
error, the console will report that information. The console log contains a more detailed
explanation of the error. Click Check using Browser if you want to open your browser to
check for console software updates. You will need to use your browser if your Internet
access is through a proxy server.

« Enable license inventory—This option allows you to use this console to manage the Double-
Take licenses assigned to your organization. When this option is enabled, the Manage License
Inventory page is also enabled. See the Double-Take Console for details on managing your
license inventory.

The license inventory feature may not appear in your console if your service provider has
restricted access to it.

« Default Installation Options—These fields are not used for agentless vSphere protection.
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Managing servers

The Manage Servers page allows you to view, edit, add, remove, or manage the servers in your
console.

You can also organize the servers that are in your console into groups, allowing you to filter the servers
you are viewing based on your organization. The servers displayed in the right pane depend on the
server group folder selected in the left pane. Every server in your console session is displayed when the
All Servers group is selected. If you have created and populated server groups under My Servers,
then only the servers in the selected group will displayed in the right pane.

If you have uninstalled and reinstalled Double-Take on a server, you may see the server twice
on the Manage Servers page because the reinstall assigns a new unique identifier to the
server. One of the servers (the original version) will show with the red X icon. You can safely
remove that server from the console.

Right pane display

The following table identifies the columns displayed in the right pane of the Manage Servers page.

Column 1 (Blank)

The first blank column indicates the machine type.

b Double-Take source or target server which could be a physical server, virtual
machine, or a cluster node

¥ Double-Take source or target server which is a Windows cluster
% VMware server which could be a vCenter server or an ESX or ESXi host.
=l Double-Take controller appliance
=) Double-Take replication appliance
E Double-Take Reporting Service server
Offline server which means the console cannot communicate with this machine.

o # Server error which means the console can communicate with the machine, but it
cannot communicate with Double-Take onit.

Column 2 (Blank)

The second blank column indicates the security level
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Processing—The console is attempting to communicate with machine.

% Administrator access—This level grants full control.
& Monitor only access—This level grants monitoring privileges only.

= No security access—This level does not allow monitoring or control.

Server
The name or IP address of the server. If you have specified a reserved IP address, it
will be displayed in parenthesis.

Activity
There are many different Activity messages that keep you informed of the server
activity. Most of the activity messages are informational and do not require any
administrator interaction. If you see error messages, check the server details. See
Viewing server details on page 67.

Version

The product version information
Licensing Status

The status of the license on the server. If your license is expired, any jobs using that
server will be in an error state.

Product

The Double-Take products licensed for the server or the Double-Take role for the
server.

Activation Code

The activation codes associated with the products licensed for the server. If your
license is not valid for the operating system on your server, the activation code will be
identified as Invalid Activation Code. There will be no activation code listed for those
servers that are not licensed, like a VMware server.

Serial Number

The serial number associated with the activation code
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Main toolbar and right-click menu

The following options are available on the main toolbar of the Manage Servers page and the right-click
menu. Some of the options are only available in the right-click menu. Each of the options control the
server that is selected in the right pane.

Add Servers

Adds a new server. This button leaves the Manage Servers page and opens the Add
Servers page. See Adding controller appliances on page 21.

Add Replication Appliance g

Adds a new replication appliance. You must have a controller appliance already
inserted in your console before you can add any replication appliances. This button
leaves the Manage Servers page and opens the Add Replication Appliances page.
You can also add replication appliances by editing a controller appliance's server
properties. See Controller appliance associations properties on page 70.
View Server Details 1%-‘

Views detailed information about a server. This button leaves the Manage Servers

page and opens the View Server Details page. See Viewing server details on page
67.

=

Remove Server ﬂ

Removes the server from the console. For agentless vSphere jobs, you cannot remove
replication appliances from the Manage Servers page. You must remove the
replication appliance from the controller appliance's server properties (see Controller
appliance associations properties on page 70) or from the Add Replication Appliance
page (see Adding replication appliances on page 24). Keep in mind, if you remove a
controller appliance from the console without removing the replication appliance
associations, the replication appliances will still be associated with that controller
appliance if you add the controller appliance back into this or into another console.

-

e
Provide Credentials "

Changes the login credentials that the Double-Take Console use to authenticate to a
server. This button opens the Provide Credentials dialog box where you can specify
the new account information. See Providing server credentials on page 66. You will
remain on the Manage Servers page after updating the server credentials.
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Manage Group Assignments e

Install e

Uninstall L=

Allows you to assign, move, and remove the selected server from specific server
groups. This buttons opens the Manage Group Assignments dialog box where you can
assign and unassign the server to specific server groups. The server will appear in
server groups marked with a checkmark, and will not appear in groups without a
checkmark. Servers assigned to a server group will automatically appear in parent
server groups.

Installs or upgrades Double-Take on the selected server. This option is not applicable
to agentless vSphere protection.

Uninstalls Double-Take on the selected server. This option is not applicable to
agentless vSphere protection.

LY
View Server Events J

Views event messages for a server. The option is not applicable to agentless vSphere
protection.

View Server Logs =

Refresh

Views the Double-Take logs messages for a server. This button opens the Logs
window. This separate window allows you to continue working in the Double-Take
Console while monitoring log messages. You can open multiple logging windows for
multiple servers. When the Double-Take Console is closed, all logging windows will
automatically close.

Refreshes the status of the selected servers.

Gather Support Diagnostics

Executes the diagnostic D TInfo utility which collects configuration data for use when
reporting problems to technical support. It gathers Double-Take log files; Double-Take
and system settings; network configuration information such as IP, WINS, and DNS
addresses; and other data which may be necessary for technical support to
troubleshoot issues. You will be prompted for a location to save the resulting file which
is created with the information gathered. Because this utility is gathering several pieces
of information, across the network to your console machine, it may take several
minutes to complete the information gathering and sending the resulting file to the
console machine.

This option is disabled for replication appliances. That data will be collected when data
is collected for a controller appliance.
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View Replication Service Details

Views the replication service details for a server. This option is not applicable to
agentless vSphere servers.

Overflow Chevron

Displays any toolbar buttons that are hidden from view when the window size is
reduced.
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Left pane toolbar

Between the main toolbar and the left pane is a smaller toolbar. These toolbar options control the server
groups in the left pane.

Create New Server Group =

Creates a new server group below the selected group

Rename Server Group “L

Allows you to rename the selected server group

Delete Server Group x

Deletes the selected server group. This will not delete the servers in the group, only the
group itself.

Overflow Chevron

Displays any toolbar buttons that are hidden from view when the window size is
reduced.
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Providing server credentials

To update the security credentials used for a specific server, select Provide Credentials from the
toolbar on the Manage Servers page. When prompted, specify the User name, Password, and
Domain of the account you want to use for this server. Click OK to save the changes.

This process is not applicable to Double-Take replication appliances. To update the credentials
for replication appliances, use the controller appliance's server properties. See Controller

appliance associations properties on page 70.
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Viewing server details

The View Server Details page allows you to view details about that particular server. The server details
vary depending on the type of server or appliance you are viewing.

Server name

The name or IP address of the server. If you have specified a reserved IP address, it
will be displayed in parenthesis.

Operating system
The server's operating system version
Roles

The role of this server in your Double-Take environment. In some cases, a server can
have more than onerole.

+ EngineRole—Source or target server

+ ProxyRole—A Linux appliance for a full server to ESX appliance job

« ProxiedRole—A Linux source server for a full server to ESX appliance job

o ControllerRole—Controller appliance for an agentless vSphere job

+ ReplicationApplianceRole—Replication appliance for an agentless vSphere job
+ Reporting Service—Double-Take Reporting Service server

Status

There are many different Status messages that keep you informed of the server
activity. Most of the status messages are informational and do not require any
administrator interaction. If you see error messages, check the rest of the server
details.

Activity

There are many different Activity messages that keep you informed of the server
activity. Most of the activity messages are informational and do not require any
administrator interaction. If you see error messages, check the rest of the server
details.

Connected via

The IP address and port the server is using for communcations. You will also see the
Double-Take protocol being used to communicate with server. The protocol will be
XML web services protocol (for servers running Double-Take version 5.2 or later) or
Legacy protocol (for servers running version 5.1 or earlier).

Version

The product version information
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Access

The security level granted to the specified user

User name

The user account used to access the server

Licensing quantity

The available and total license count for a Double-Take controller appliance

Licensing

Licensing information for the server

Source jobs

Warning or error icon—Warnings indicate the license is temporary and will
expire. Errors indicate the license has expired or it is invalid for the operating system
on the server.

Product—The product associated with the license

Serial Number—The serial number associated with the license
Expiration Date—The date the license expires, if there is one
Activation Code—The activation code

Licensing Status—The status of the license on the server. If your license is
expired, any jobs using that server will be in an error state.

License Type—The type of Double-Take license

If you are viewing a replication appliance, you will see a list of any jobs from this server.
Double-clicking on a job in this list will automatically open the View Job Details page.

Target jobs

If you are viewing a replication appliance you will see a list of any jobs to this server.
Double-clicking on a job in this list will automatically open the View Job Details page.

Associated vCenter/ESXi servers and replication appliances

The vCenter or ESXi servers and the replication appliances that are associated with
the controller appliance. To modify the associated appliances, click on the Edit server
properties link. See Controller appliance associations properties on page 70.
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Editing server properties

Highlight a server on the Manage Servers page and click View Server Details from the toolbar. Under
Tasks, select Edit server properties. The Edit Server Properties page allows you to view and edit
properties for that server. Click on a heading on the Edit Server Properties page to expand or collapse

a section of properties.

o Controller appliance associations properties on page 70—Establishes associations between
controller appliances, replication appliances, and vCenter/ESXi servers

« Server licensing on page 71—Views, adds, and removes activation codes
« E-mail notification configuration on page 73—Configures e-mail notification
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Controller appliance associations properties

The Controller Appliance Associations properties allow you to manage the replication appliances
associated with your controller appliance.

« Provide credentials—Select this button to update the credentials for the selected vCenter/ESXi
server or the replication appliance. When prompted, specify the User name, Password, and if
necessary the Domain.

« Remove—Select this button to remove the selected machine. If you remove the vCenter/ESXi
server, any associated replication appliances will also be removed. If you remove a replication
appliance, just that one appliance will be removed. Keep in mind that you cannot remove
appliance associations if a job is using the appliance.
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Server licensing

Licensing identifies your Double-Take activation codes.

The fields and buttons in the Licensing section will vary depending on your Double-Take
Console configuration and the type of activation codes you are using.

« Add activation codes and activation keys—The activation code and activation key are the
Double-Take license which is required on every Double-Take server. They are a 24 character,
alpha-numeric code. You can change your activation code without reinstalling, if your license
changes.

There are different licenses available depending on the Double-Take product you are using.
Agentless vSphere jobs use a quantity license to license a specific number of jobs. See Total
licenses quantity below for details on how the license quantity (used by the controller appliance)
is allocated for agentless vSphere jobs.

To add an activation code and activation key, type in the code and click Add. If your console has
been enabled to manage your license inventory, click Choose from inventory to open the
Activation Codes dialog box where you can select the activation codes you want to apply. See
Console options on page 58 for details on enabling the license inventory.

The license inventory feature cannot be enabled if your service provider has restricted
accesstoit.

« Current activation codes—The server's current activation codes are displayed.

o Warning or error icon—Warnings indicate the license is temporary and will expire.
Errors indicate the license has expired.
o Product—The product associated with the license
o Serial Number—The serial number associated with the license
« Expiration Date—The date the license expires, if there is one
o Activation Code—The activation code
To remove a code, highlight it and click Remove. To copy a code, highlight it and click Copy.
o Activation—If your activation code needs to be activated, you will see an additional Activation

section at the bottom of the Licensing section. To activate your code, use one of the following
procedures.

« Activate online—If you have Internet access, you can activate your license and apply the
activated license to the server in one step. Select Activate Online. You will not be able to
activate a license that has already been activated but has not been deactivated. In that
case, you will be prompted to complete a host transfer. Ideally, you should deactivate the
license instead of doing a host transfer See the Double-Take Console online help for details
on deactivating licenses and host transfers.
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« Obtain activation key online, then activate—If you have Internet access, click the
hyperlink in the Activation section to take you to the web so that you can submit your
activation information. Complete and submit the activation form, and you will receive an e-
mail with the activation key. Activate your server by entering the activation key in the Add
activation codes and activations keys field and clicking Add.

« Obtain activation key offline, then activate—If you do not have Internet access, go to
https://activate.doubletake.com from another machine that has Internet access. Complete
and submit the activation form, and you will receive an e-mail with the activation key.
Activate your server by entering the activation key in the Add activation codes and
activations keys field and clicking Add.

The permanent code is specific to this server. It cannot be used on any other server. If the
activation code and server do not match, Double-Take will not run.

If your activation codes needs to be activated, you will have 14 days to do so.

If you rename a server that has already has a Double-Take license applied to it, for
example if you rebuild a server, you will have to perform a host-transfer to continue using
that license. This includes changing the case (capitalization) of the server name (upper or
lower case or any combination of case).

Chapter 6 Managing servers 72


https://activate.doubletake.com/

E-mail notification configuration

You can email Double-Take event messages to specific addresses, using an SMTP mail server. The
subject of the email will contain an optional prefix, the event type (information, warning or error), the job
name, and the controller appliance name. The body of the message will contain configuration info (date,
time, virtual machine names, and so on) and the text of the event messages.

('~ | E-mail Notification |

[ Enable e-mail notifications Test

E-mail server (SMTP):

I MailServer

Connedlicn Security
= Plain
s
' ss1TLs
W Log on to e-mail server
User name:

l administrator

Password:

From address:

|adn1in@dun1ain.com

Send to:

admin@domain.com; ITSupport@domain. com

Subject prefoc
| Double-Take Notification

Notify when these events occur:

= [T Information
[T Create job
Start job
Stop job
= = Warning
v Delete job
v Failover job
W Reverse job
=l ¥ Error
¥ License issus
v Connection lost
¥ Other error

« Enable e-mail notification—This option enables the e-mail notification feature. Any specified
notification settings will be retained if this option is disabled.

« E-mail server—Specify the name of your SMTP mail server. If necessary, after the e-mail server
name, you can include a colon followed by the outgoing e-mail requests port number. For
example, you might use gmail.com:465.

« Connection Security—Select the type of security for your email server. Check with your e-mail
service provider if you do not know your security type.

o Log on to e-mail server—If your SMTP server requires authentication, enable this option and
specify the User name and Password to be used for authentication.
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« From address—Specify the e-mail address that you want to appear in the From field of each
Double-Take e-mail message. The address is limited to 256 characters.

« Send to—Specify the e-mail addresses that each Double-Take e-mail message should be sent
to. Enter the addresses as a comma or semicolon separated list. Each address is limited to 256
characters. You can add up to 256 e-mail addresses.

« Subject prefix—The subject of each e-mail notification will be in the format Subject Prefix -
Event Type, Job=Job_Name, Controller=Controller_Appliance_Name. The subject prefix is
optional. The subject line is limited to 255 characters.

If desired, enter unique text for the Subject prefix which will be inserted at the front of the subject
line for each Double-Take e-mail message. This will help distinguish Double-Take messages from
other messages. This field is optional.

« Notify when these event occur—Select each of the events that you want to receive an e-mail
notification for. Selecting or deselecting a top level check box (Information, Warning, or Error) will
select or deselect all of the items in that category. If desired, you can also select or deselect events
individually.
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Viewing server logs

You can view the controller appliance log through the Double-Take Console using either of these two
methods.

« Onthe Manage Servers page, highlight a server in the list and click View Server Logs from the
toolbar.

« Onthe Manage Jobs page, right-click a job and select View Logs. Select either the source
server log or the target server log.

Separate logging windows allow you to continue working in the Double-Take Console while monitoring
log messages. You can open multiple logging windows for multiple servers. When the Double-Take
Console is closed, all logging windows will automatically close.

™ server logs for alpha T o [} 1}]
I Ly <2 Filter: Al -
=]
Time & I Description Service | |
7/30/2013 2:03:51 PM controller
7/30/2013 2:03:51 PM DTAV Controller Service initializing, build number: 7.0.0.1874.0 on 2013-07-29 22:11:19 controller
7/30/2013 2:03 controller
730/2013 2:03 save pid to: fvar/run/dtav.pid controller
Starting scheduler: Unconnected RA Monitor Scheduler, iteration interval, sec: 5 centroller
I Starting scheduler: JobCache, iteration interval, sec: 5 controller
7/30/2013 2:03 Starting scheduler: ControllerLicenseEnforement, iteration interval, sec: 36 controller
7{30/2013 2:03: hitps, port 6326: registering SOAP handler for context: /Interop/Virtualization/DTAVReplic..  controller
7/30/2013 2:04:00 PM hitps, port 6326: endpoint registered: [Interop/Virtualization/DTAVReplicationApplianceMa...  controller
7/30/2013 2:04:00 PM hittps, port 6326: registering SOAP handler for context: /Interop/DoubleTake/Icbs/JobMan...  controller
7{30/2013 2:04:03 PM hitps, port 6326: endpoint registered: /Interop/DoubleTake/Jobs/JobManager controller
7/30/2013 2:04:03 PM hitps, port 6326: registering SOAP handler for context: /Interop/DoubleTake/Common/Co._.  controller
7/30/2013 2:04:07 PM https, port 6326: endpoint registerad: /Interop/DoubleTake/Common/Contract/Manageme...  controller
7{30/2013 2:04:07 PM hitps, port 6326: registering SOAP handler for context: /Interop/Virtualization/DTAVWorkfl...  controller
7{30/2013 2:04:10 PM https, port 6326: endpoint registered: (Interop/Virtualization/DTAVWorkflowtManager controller
7/30/2013 2:04:10 PM Starting scheduler: RaServerInfoCache, iteration interval, sec: 5 controller
7{30/2013 2:04:10 PM hitps, port 6326: registering SOAP handler for context: [Interop/Virtualization/DTAVServer...  controller
7/30/2015 2:04:13 PM https, port 6326: endpoint registered: /Interop/virtualization/DTAVServerManager controller
(2013 2:04:13 PM http, port 6325: registering SOAP handler for context: /Interop/Metaservice controller
7{30/2013 2:04:15 PM hitp, port 6325: endpoint registered: /Interop/Metasenvice centroller
7 DTAV Controller Service started controller
adding RA: 172.31.139.146 to Vim: 172,31.0.162 controller
/2013 2:24:05 PM Adding RA to the connected list: 172.31.13%.146 controller
1/2013 2:24:06 PM Add RA: This ESX host cannot be selected since it is managed by VC controller
7/30/2013 2:24:26 PM adding RA: 172.31.139.146 to Vim: 172,31.0.172 controller
7/30/2013 2:24:33 PM Adding RA to the connected list: 172.31.139.146 controller
7/30/2013 2:24:37 PM RA validated and added. Host ID: 44454c4c-4a00-1054-8036-b9c04f504431 controller
7/30/2013 2:24:51 PM adding RA: 172.31.139.148 to Vim: 172,31.0.172 controller
7{30/2013 2:24:59 PM Adding RA to the connected list: 172.31.139.148 controller
7/30/2013 2:25:03 PM RA validated and added. Host ID: 44454c4c-4a00-1054-8036-b9c04f504431 controller

The following table identifies the controls and the table columns in the Server logs window.

Start b’

This button starts the addition and scrolling of new messages in the window.

Pause 1]

This button pauses the addition and scrolling of new messages in the window. This is
only for the Server logs window. The messages are still logged to their respective files
on the server.
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Copy ==

Clear £

Filter

Time

Description

Service

This button copies the messages selected in the Server logs window to the Windows
clipboard.

This button clears the Server logs window. The messages are not cleared from the
respective files on the server. If you want to view all of the messages again, close and
reopen the Server logs window.

For controller appliances, there is only one log to view so filtering is not applicable.

This column in the table indicates the date and time when the message was logged.

This column in the table displays the actual message that was logged.

This column in the table indicates the message is from the controller log file.
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